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U.S. Department of Homeland Security 
Headquarters Systems Schedules 

National Protection and Programs Directorate 

Protected Critical Infrastructure Information Management System (PCIIMS) 

The Protected Critical Infrastructure Information (PCII) Program, part of the Department of Homeland 
Security's (OHS) Infrastructure Information Collection D1v1s1on (IICD), 1s an 1nformat1on-protect1on tool 
that facilitates the sharing of critical infrastructure 1nformat1on (CII) between the private sector and 
government The PCII Management System (PCIIMS) 1s an Information Technology (IT) system and 
the means by which PCII subm1ss1ons from the private sector will be cataloged and where PCII will be stored 
within the PCII Program Office 

Agencies, companies, and organizations find the PCII Program through media, trade publ1cat1ons, 
and newsletters Submitters can submit CII for validation to the PCII Program Office by mailing, hand­
del1vering, sending via encrypted e-mail, or uploading the CII via a secure web site When the 
1nformat1on 1s submitted, staff from the PCII Program review the data to ensure 1t meets the 
requirements of the CII Act Once the criteria are met the PCII Program validates the subm1ss1on and 
places 1t as a read-only file 1n the PCIIMS 

PCIIMS 1s currently operational in Initial Operating Capability Plus (IOC+) state and 1s comprised of 
three subsystems 
• Workflow/Protected 
• eSubm1ss1ons 
• Metadata Repository 

Program Admm1strat1ve Support System (PASS) functionality will be integrated into PCIIMS The 
PASS IOC will provide tools and funct1onalit1es to aid the PCII Program Office as well as designated 
PCII Officers 1n the oversight and management of the PCII user community The PASS IOC will use a 
database server, an email server and a report server to carry out its functions The database server will 
store data collected by the PASS IOC When triggered, the email server will automatically send 

notices to user groups or 1nd1v1dual users about various changes, deadlines and tasks requiring action 
or attention The report server will allow the generation of PASS IOC spec1f1c reports when called 
upon by a user or the system 

Each PASS user will have an access controlled 
• Reg1strat1on Process 
• Cert1f1cat1on / Token 
• PCII Authorized User Status Check 
• Officer Contact 
• User Report Capab11it1es 

Each user group will have an access controlled 
• Self Inspection/ Report Tools (FOC capab1l1ty) 
• Training 
• Electronic Document Repository 

The Critical Infrastructure Information Act of 2002 spec1f1cally authorizes this collection The 
collection 1s done in accordance with the Final Rule, Procedures for Handling Critical Infrastructure 
Information (6 CFR 29) 
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mpuG 
Critical Infrastructure Information (GIi) subm1ss1ons DO NOT MEET REQUIREMENTS 
GIi subm1ss1ons received by OHS in all media and formats that do not meet the requirements 
for "Protected GIi" contained In Section 214(e) of the Homeland Security Act of 2002 

GIi subm1ssIons consist of voluntarily submitted records or information concerning actual, 
potential, or threatened interference with, attack on, compromise of, or mcapacItatIon of 
critical infrastructure or protected systems by physical or computer based attack or other sImIlar 
conduct (including the misuse of or unauthorized access to all types of communIcatIons and 
data transmIssIon systems) that violates Federal, State, or local lav.1, harms interstate commerce 
of the United States, or threatens public health or safety Subm1ss1ons may 1dent1fy and 
describe physical buildings, fac1lIt1es or s1m1lar infrastructure, computers, computer systems, 
computer or communication networks, any component hardware or elements of computer 
systems, sofu¥are programs, processing instructions, or information or data In transmIssIon or 
storage devices in computer systems 

Input: 

Disposition (Media Neutral): 
TEMPORARY Return to submitter 1f requested, or 
destroy within 30 calendar days of making the final non protection determ1nat1on in 
accordance with provIsIon found In 6 CFR Part 29, or when no longer needed for 
current business, whichever Is later 

NOTE The section above has been struck-through because these 
records are already scheduled via NARA Job No Nl-563-04-09 Item I 

1 Critical Infrastructure Information (CII) subm1ss1ons - MEET REQUIREMENTS 
CII submIssIons received by OHS in all media and formats that do meet the requirements for 
"Protected CII" contained in the CII Act of 2002 

Each subm1ss1on Is sent as a complete unit The md1v1dual pieces of each submIssIon are not 
d1v1ded and saved in different spaces Each CII subm1ssIon comes as a complete non-d1v1s1ble 
package This means that the PCll Is not d1v1sIble from the contact information, and vice versa 
Contact information Is not stored separately 

The contact 1nformat1on and information regarding the cntIcal infrastructure itself make up the 
subm1ss1on Add1t1onally, each entry requires a Cert1f1cat1on Statement The Cert1f1cat1on 
Statement cert1f1es that the submitter believes the information meets the statutory 
requirements Each entry also contains an express statement from the submitter offlc1ally 
requesting that the CII be protected 
The 1nformat1on can be mailed, hand-delivered, sent via encrypted e-mail, or uploaded via a 
secure web site to the PCIIMS OHS employees review the 1nformat1on contained In the 
subm1tt1ng entity's PCIIMS subm1ss1on form and the PCIIMS Cert1f1cat1on Statement as It Is 
inputted into the PCIIMS 

Disposition: TEMPORARY Return to submitter or destroy within 30 days of a change in status 
from PCII to non-PCII 
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Master File/ Data: 
2 Workflow/Protected Subsystem 
Assists the PCII Program Office (PO) in the processing, retrieval, and storage of PCII 
subm1ss1ons The Workflow/Protected subsystem 1s an information management system and logs 
PCII subm1ss1ons, after which they undergo a validation process 

Subm1ss1on data includes 
• Contact information full name, business title, business e-mail address, and business 
telephone and fax number for the ind1v1dual subm1tt1ng the 1nformat1on 
• Information regarding the critical infrastructure subject material (telecom, nuclear, chemical, 
commerce, etc), plans related to site (disaster, emergency response, security, buffer zone 
protection, etc}, location of facility, site and asset vulnerab11it1es, blueprints, and any other 
information relevant to the protection of a fac1l1ty 

During processing, users have the ab1l1ty to systematically generate letters to send to a 
submitter The system creates a log of such correspondence, in add1t1on to allowing users to 
input their comments about a subm1ss1on 

a The following extracted PCII data 
Subm1ss1on Status 
Type of Subm1ss1on 

• Express Statement 
• Cert1f1cat1on Statement 
• Consent to Change Status 

Subm1ss1on Tracking Number 
Date Subm1ss1on Initiated 
Date Subm1ss1on Received 
Date Subm1ss1on Rejected/Status Change 
Reason for Rejection/Status Change 
Name of lnd1v1dual Performing Rejection/Status Change 
Primary Level Rec1p1ent Name 
Cl/KR Sector 

Disposition: TEMPORARY Destroy 20 years after the PCII has changed status from 
PCII to non-PCII 

b All other information 
Disposition: TEMPORARY Cut off upon removal of "Protected CII" des1gnat1on or 
subm1ss1on package 1s obsolete, whichever 1s sooner Destroy or delete within 30 days 
of cutoff 
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Master File/ Data: 
3 Metadata Repository Subsystem 
Inputs subm1ss1on metadata records 1n the form of a standardized XML format The subsystem 
stores these metadata records and allows users to execute searches and generate reports on the 
data This subsystem 1s only accessible from a closed network w1th1n the PCII Program Office 

a PCII metadata extracted for information validated as PCII Metadata includes subm1ss1on 
status, type of subm1ss1on, date subm1ss1on received, subm1tter's contact information, brief 
description of the subm1ss1on, and the location of the PCII 

Disposition: TEMPORARY Destroy 20 years after the PCII has changed status from 
PCII to non-PCII 

b PCII metadata extracted for information that 1s not validated as PCII Metadata includes 
subm1ss1on status, type of subm1ss1on, date subm1ss1on received, primary level rec1p1ent name, 
Cl/KR sector designator, date of reJect1on, and reason for reJect1on 

Disposition: TEMPORARY Destroy 20 years after the PCII has changed status from 
PCII to non-PCII 

c All other 1nformat1on 
Disposition: TEMPORARY Cut off upon removal of "Protected CII" des1gnat1on or 
subm1ss1on package 1s obsolete, whichever 1s sooner Destroy or delete w1th1n 30 days 
of cutoff 

Related Records: 
4 Records related to processing Critical Infrastructure subm1ss1ons (excluding tracking information 
relating to the PCII) Includes correspondence, emails, comments, and validation notes 

Disposition: TEMPORARY Destroy 20 years after either the in1t1al status determination 
of the associated subm1ss1on or the PCII has changed status from PCII to non-PCII 
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