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U.S. Department of Homeland Security 

Headquarters Systems Schedules 

Operations Coordination, Office of 

National Operations Center (NOC) Senior Watch Officer (SWO)/Tracker Logs 

6 U S C Section 121 (d) of the Homeland Security Act of 2002 requires the Department of Homeland Security to 
access, receive, and analyze law enforcement information, intelligence information, and other information from 
agencies of the Federal government, State and local government agencies (including law enforcement agencies), 
and private sector entItIes, and to integrate such information in order to 

a) Identify and assess the nature and scope of terrorist threats to the homeland 
b) Detect and 1dent1fy threats of terrorism against the homeland 
c) Understand such threats in light of actual and potential vulnerab11it1es of the homeland 

The HSC Katrina Report further directed to DHS the mIssIon to establish a "National Information and Knowledge 
Management System and a National Reporting System" The NOC Is the primary national-level hub for domestic 
s1tuat1onal awareness, common operational picture, information fusion, information sharing, communications, and 
coordination pertaining to the prevention of terrorist attacks and domestic incident management The NOC Is the 
primary conduit for the White House S1tuat1on Room and the DHS Leadership for domestic s1tuat1onal awareness 
land depending on nexus some international items are reported as well The NOC facilitates information sharing and 
operational coordination with other Federal, State, local, tribal, and private sector operation centers 

Purpose of the System The SWO/Tracker logs maintain summaries, source documents, and files for all events, 
incidents, and/or case files the NOC monitors or provides support to The SWO/Tracker logs perform this function for 
the Senior Watch Officer (SWO) and Assistant Senior Watch Officer (ASWO) while working closely with the DHS 
Secretary's Intelligence Analyst, Infrastructure Analysis (IA) Analyst, DHS Secretary's Briefing Staff, Law 
Enforcement (LE) agency representatives, and other watch standers 

All d1spos1t1on instructions are media neutral, they apply regardless of the media or format of the records 

Item Description 
Master File/Data 

1 ~ll\/Q I og.. 

2 

Eleetrorne Hies u~et FRaIntaIn real t11+1i) 
s1tuat1of1al a•t .. aFeAess, anel elocb11+1ents all, 
111tellige1 ice threats afld real world 1fle1deflts or 
evsI its being mof11tored by the ~me 

Incident Tracking Index (Master Tracker Log) 
Logs, summaries, source documents, and files 
for all events, incidents, and/or case files the 
NOC monitors or provides support for 

a Phase Two or l=ll=lase Tl=lree E::i1ents 

/\ Phase 2 e11ent Is 
1 AR e•tPeAt ffleetIAg eAy ef the feur 
crIterI0 otttlifled IA I lefflelofld Seettnty 

D1spos1tion 

TEMPORARY Cut off at the 
eAel ef the salenelar year In 
wh1eh eese/e1.•ent olosed· 
Destroy :m years after cutoff, or. 
wl=len Sbl~erseded, obsolete, or 
Ae lon510r neeeleel for tl=le · 
cofldttet of ogeAey bt1s1Aess, 
wh1ehe1,•er Is later 

PERMANeNT Cblt off at the end 
of the calendar year in v.•h1ch 
caseleYeAt elesed Troflsfer to 
the Nat10nal Arsl=l1Yes e years 
ofter cbltoff 
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- -
PFes1elent1al D1Fest1Ye a (FISPD a)-

2"" Man 111ade eve11ts a11d 11aturat 
ctrsasters7"0ReFR1sal, b1olog1cal,­
rad1ole!!J1sal, nuslear, explos111e, aAd.. 
cybeF eYents, floods, faes, and 
tsunamis, anel eU=1er e11ents causing 
loss of hfc anel laF!!Je scale 
euaeuot1ons (hl~ely leaehng to a 
13'1es1de11t1al D1reet1"o"e Dee1s1en) and 
requmng s1gfl1fieaflt Feelernl 
lfl'toh,ement 

3 A11 eueflt s1gfl1ficently 1n113astmg 
the 61 S critical 1ntrastn 1ct1 ire aod 
industnol oee1Elents ossumng in 
de11sely populated a1 eas 

4 A credible threat with 
poss1blefaetuel tCffOFISt RClEUS and 
U S 1-'lomelanel sesur1ty 1n1phcat1ons 

5' A National Seeunty S13es1al e\<ent 
whose 13ubhc safety, threati 
complexity, or other attnb11tes req111i:e 
extens1Ye felCleral information 
sharing, mteragensy su1313ort, and 
inc11Clont n1anagen1ent 13rn13arnelness 

~ 
1 An e>.•ent so satastmpl=ue-that-the 
Federal Go11emment must.assume 
the highest level of operat1ooal 
posbmng and act1v1ty 

2 A Elomest1e e"o"ent with a eonfirmed 
t~ 

Date S13an :woe present 
Volun1e of San113le Case file (Flurncane 
Katrina) about 350 MB 
Annual Assun1ulat1on IJnkAGwn 
Year of F1rst Tmnsfcr to the National Arnl'l1ves 
~ 

b All other events TEMPORARY Cut off at the 
end of the calendar year 1n 
which case/event closed 
Destroy 5 years after cutoff, or 
when superseded, obsolete, or 
no longer needed for the 
conduct of agency business, 
whichever 1s later 

N 1-563-08-023 
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