
JOB NUMBER 
REQUEST FOR RECORDS DISPOSITION AUTHORITY NI-065- Oq-I t£J 

To	 NATlONAL ARCHIVES & RECORDS ADMINISTRATION Date received
 

8601 ADELPHI ROAD COLLEGE PARK, MD 20740-6001
 5/13/09
1 FROM (Agency or establishment)
 

NOTIFICATIONTO AGENCY
 Department of Justice 

2 MAJORSUBDIVISION In accordancewith the provistons of 44 USC 3303a,the 
Federal Bureau of Investigation disposition request, including amendments, IS approved 

I--::---:-=:-:=::-:::-:-:-=-:::-::-cc:=:::-:-:--------------------i except for Items that may be marked "disposition not 
3 MINORSUBDIVISION	 approved"or "Withdrawn"In column10 

Counterterrorism DIVISion 

5 TELEPHONENUMBER DATE ARCHIVISTOF THE UNITEDSTATES 4 NAMEOF PERSONWITH WHOM TO CONFER 

Tammy J Stnckler 540-868-4363 

6 AGENCY CERTIFICATION 
I hereby certify that I am authorized to act for this agency m matters pertammg to the disposmon of ItS records and that the 
records proposed for disposal on the attached _2_page(s) are not needed now for the busmess for thrs agency or WIll not be 
needed after the retention penods specified, and that written concurrence from the General Accountmg Office, under the 
provisions of TItle 8 of the GAO Manual for GUIdance of Federal Agencies, 

X ISnot requjred-,	 0 ISattached, or o has been requested '7 --""\ ........") 
TITLE 
Chief, RecordsAutomationSection 
(for) Agency RecordsOfficer 

9 GRS OR 10 ACTIONTAKEN 7 ITEM NO 8 DESCRUN OF ITE~POSED DISPOSITION SUPERSEDEDJOB (NARAUSE ONLY) CITATION 

The Guardian Threat Tracking System. 

The Federal Bureau of Investigation (FBI) established the
 
Guardian Threat Tracking System (hereinafter referred to
 
as "Guardian") to manage terrorist threat and/or
 
SUSpICIOUSactivities havmq a possible nexus to terrorism
 
The Information In Guardian comes from information
 
provided by other government agencies and private
 
citizens
 

PREVIOUS EDITION NOT USABLE STANDARD FORM 115 (REV 3-91) 
Prescribedby NARA36 CFR 1228 

115-109 



,. 

Guardian Threat Tracking System 

Guardian is a database apphcation that contains records ofterronst threat mformation and/or 
SUSpiCIOUSactrvrties having a possible nexus to terronsm, as well as the results of investigative 
activity The information m Guardian comes from information provided by other government 
agencies and pnvate citizens, Guardian contains real-time data. 

Any urgent report sent to the Counterterronsm Division (CTD) of the Federal bureau of 
mvestigation (FBI) regardmg a terrorism-related event, terronst activity IS threat, or SUSpICIOUS
entered into Guardian In addition, mformation that would typically be reported as a complamt 
(FD-7I) or would be forwarded to a CTD squad ISentered into Guardian Generally, items 
entered and updated m Guardian are those activities, incidents, or observations that may have a 
nexus to terrorism and should be either (1) actionable as an individual entry, (2) useful in 
establishing a pattern of questionable behavior, or (3) beneficial m a post-incident mvestigation 
or analysis 

Guardian was modeled upon the FBI Baltimore Division's Baltimore Terrorism Tracking System 
(BaTTS) and the Terronst Actrvity Reportmg Tool (TARS) The primary purpose of Guardian IS 
to create an FBI-WIde collection ofterronsm mformation related referrals, mcludmg those from 
the pubhc and other agencies, and to share this information throughout the FBI 

Disposition: 
1.	 Inputs Information ISkeyed direc into Guardian, or uploaded from external media 

DISPOSItion' DELETEIDESTROY any pa r/electromc sources for inputs within 180 days of 
verification of successful entry to Guardian. 

2. Data Files: Guardian entnes may contain either specific and actionable information with a 
possible nexus to terronsm, or mformation with no unique and actionable Identifiers, but which 
may be useful m pattern analysis. 

a.	 Non-actionable mtelhgence. Information entered mto the system that contams no 
nexus to terrorist activity or pattern-based analysis 

___________ Disposition, DELETEIDESTROY 5-years-aftel'-entry-into-Guardian, as per--------------- --
28 CFR Part 23. 

b.	 Actionable intellige~: r J..- A 1 IlDA--- /0 ~e. ~--Fkr -ndJ~4-f-C~J/Jre
?GRMAN tJVf. I ('fM'f f(,/ '" I v 1f'If... ./« / ~.s { -

Disposition IJti:L:frff1,j)f9TP~¥ 30 yeats after lseHieftt elestlfepn 'NQ~BBe lesgef seeeeel far 
.C}lla1yticaJ purposes, fliil III exceed the lIte of the system. 4' m"l'Y of GuardIan data is tll'leae88 
dil:ecdy to tHe Automatee Case 8tlppOIt (AC~) (successor system SENTINEL) 3~rst~m lI!a FBI 
FORB 71A, eS68 iUllllcuiellt HIclosed 



3. Outputs: Guardian users may obtain responses or "hits" that provide mformation useful to a 
current investiganon or mtelhgence gathenng activity 

a.	 Quenes 

Disposition DELETEIDESTROY results of quenes 30 years after the date of the 
query 

b	 Invesngatrve and Inte igence Leads Leads and other information that are used for , ~ 
investiganve or mtelh nee purposes are mcorporated mto the related FBI ~:\=."""~' ~ 
mvestigatrve or intelhg ce case file. I:~» 
Disposinon RETAINIDE TROY commensurate with the retention penod approved 
for the related file classificat n 

4. System Documentation: Specifications, desig criteria, codebooks, record layouts, user 
guides, search tools and their dates of usage, chang management requests, data dictionanes, and 
related information. 

'"?Gflfi1 PrfJEtJT. 
Disposition DEt:ffl"'E7'mffi~~'-wfteiHrlbH*!~~4.fM=-e.es,6'lete":-ur"1IDurr-atJttrrTrnm-detet.tt)fl~ 
,the r~lat@f<lf<lata set-

Related Records: 
5. Usage Agreements and Memoranda of Understanding: 

Disposition: DELETEIDESTROY when superseded or obsolete or upon termmation of
 
Guardian, whichever is sooner
 

6. Audit Records: The audit log contams mformation such as the date and time of record
 
entnes and updates, system mquines, etc
 

DIspOSItIon. DELETE/DESTROY when 25 years old. 

7. Backups: B kups are maintamed for potential system/server restoration m the event of a It 
system/server.fail e.or.other.unmtentional.loss.of.data. ~~_~ ?-_T 

Disposition: DELETE STROY/OVERWRITE mcremental backup media when superseded
 
by a full backup or when 9 ays old.
 

Disposition: DELETEIDESTR /OVERWRITE full backup media when one year old 




