
JOB NUMBER 
REQUEST FOR RECORDS DISPOSITION AUTHORITY N I: 0105- D 7-»s 
To:	 NA T10NAL ARCHIVES & RECORDS ADMINISTRATION Date received 

8601 ADELPHI ROAD COLLEGE PARK, MD 20740-6001 ~/c//o9
1 FROM (Agency or establishment) 

NOTIFICATION TO AGENCY 

DEPARTMENT OF JUSTICE 
2 MAJOR SUBDIVISION 

In accordance with the provrsrons of 44 USC 3303a, the 
disposition request, including amendments, IS approved 

FEDERAL BUREAU OF INVESTIGATION except for Items that may be marked "disposition not 
3 MINOR SUBDIVISION approved" or 'withdrawn' In column 10 

CYBER DIVISION (CyD) 
5 TELEPHONE NUMBER 4. NAME OF PERSON WITH WHOM TO CONFER	 DATE ARCHIRF THE UNITED STATES 

540-868-4363Tammy	 J. Strickler \~rl/) ~~~ 

6	 AGENCY CERTIFICATION 
I hereby certify that I am authorized to act for this agency in matters pertammg to the disposinon of its records and that the 

records proposed for disposal on the attached ~ page(s) are not needed now for the business for this agency or will not be 

needed after the retention periods specified, and that written concurrence from the General Accountmg Office, under the 

provisions of TItle 8 of the GAO Manual for GUIdance of Federal Agencies, 

[gIIS not requrredv D ISattached, or D has been requested 
( '. 

DATE TITLES\TURE ~.F AGEN7/~NTATIVE 
Chief. Records Automation Section 7/3< / '1-PC I ~jC-:. =r .-
(for) Agency Records Officer 

9 GRS OR 10 ACTION TAKEN 7 ITEM NO 8 DES~?oN OF ITE;;A~OSED DISPOSITION SUPERSEDED JOB (NARA USE ONLY) CITATION 

INNOCENT IMAGES CASE MANAGEMENT
 
SYSTEM (IICMS)
 

IICMS is a system that was established in 1995
 
targeting individuals who use computers and on-line
 
computer bulletin board services to lure children into
 
illicit sexual relationships or to distribute child
 
pornography.
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INNOCENT	 IMAGES CASE MANAGEMENT SYSTEM (HeMS) 

IICMS provides workflow management, document management, data extraction, and data 
exchange functionality to support the Maryland Metropolitan Office at Calverton (MMOC) in 
assessing complaints, processing undercover sessions, maintaining a local document repository, 
and managing Innocent Images cases. 

IICMS information is used: (1) To store evidentiary materials related to Sexual Exploitation of 
Children (SEOC) cases that will be used as exhibits for trials, if necessary, by the Innocent 
Images National Initiative (lINI) staff; (2) To perform queries which will be used to support 
local investigations and to compile supporting information for leads sent to other field offices; 
and (3) to perform queries so that correlations or deconflictions can be made between cases 

1. Inputs: The base inform tion is a copy of evidence gathered for the FBI Case Files (305 
classification) including but n limited to: chat logs, child pornography (picture and video), 
activities logs, etc. This inform tion is gathered by field agents throughout the FBI's 
jurisdiction, and a copy is entere into the IICMS system only by agents and analysts assigned to 
work from Innocent Images Opera ions Unit (IIOU). The unique data not captured in 305 case 
files is captured in the FD-302 Evi nee Attachments and is maintained in the FBI field office 
case file. IICMS maintains copies 0 the electronic evidence that cannot be loaded into the 
Automated Case Support (ACS) syste due to its explicit nature and varied data formats, so that 
it can be easily accessed and shared bet een investigators to aid in evidence processing. i 

Disposition:	 Destroy the copies us for mput once uploaded and verified as complete. (yV<-S7.-o/2. 

2. Outputs: Queries which will be used to support local investigations and to compile 
supporting information for leads sent to other field offices. This data exchange will enable users 
to route and exchange data with other IICMS users. These records include investigative 
information for routine reference and analysis. These records also include information that is 
used to justify requests for subpoenas and information that is used to support agents who testify 
during criminal cases. IICMS will also calculate statistics and generate a variety of pre-defined + 
reports. b Ji':) -.-v3 i.r: 

Disposition:	 Items tlsea iH a case: Maintain COIIlIliellsmate with 305 cases. h§ C {7. '2. 11/ 12.-
gtatistical sata: Destwy when 29 5..SIS old. ~o IOl[~ c;:: K:e:e~z;t. 

3. Master File: The data in the HCMS system is not exported or shared with any other system. 
HCMS retains the data even after it is recorded into ACS. 

IrMS-H-
Disposition: PERMANENT. 9ffer to the National Archives and Records Administration
 
(NARA) when-the system is siseentintled in aT9>lIuat acceptable at the time oftransfer(\ I .f), _
 

:2 S- i -<-A/I> c:) IcL.i"- c, fOr~ aCG.ephtWf!-.c--+- m -ffA-<. ~"t-~'" 
/U oTE: A-H-~ is ~""'+ c.k~1St... r 0 rOt °l(~e it ~.//W'-~	 c.o",~-v~ 
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4. cords include system specifications, user guides and pnvacy 
impact assessment. r~~MJ AJ-r ,\,I{"Z'-..rtv-' 

Disposition: . Final set of SY7tm documents-sfteffid 
.... "fef to NARA with the C--tes z,6 L ( 

5. Audit Logs: These logs record every command issued to the database and audit trail tables 
are used to record statistical data queried by the system administrator to record system usage 

Disposition: Destroy/delete when 25 years old. 
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