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NATIONAL INSTANT CRIMINAL BACKGROUND
 
CHECK SYSTEM (NICS)
 

Background 

The Brady Handgun VIOlence Prevention Act of 1993 (Brady Act), Public Law 103-159, 
requires Federal FIrearms LIcensees (FFLs) to request background checks on individuals 
attemptmg to purchase a firearm The permanent prOVISIOns of the Brady Act, which went mto 
effect on November 30, 1998, required the Attorney General to establish the NICS The NICS 
enables any FFL to check for mformation on whether receipt of a firearm by a prospectrve 
transferee would violate Section 922 (g) or (n) of TItle 18, United States Code, or state law 

The FBI developed the NICS through a cooperative effort with the Bureau of Alcohol, Tobacco, 
Firearms and Explosives (ATF) and local and state law enforcement agencies The FBI's 
Cnmmal Justice Information Services (CJIS) DIVISIOn oversees the NICS 

Process 

The A TF mamtams a database of authonzed firearms dealers in the United States and provides 
mformation from this database to the NICS Section for use m venfymg the identity of firearms 
dealers, thereby enablmg their submission of background checks Dunng the development of the 
NICS, states were given the choice to utihze the FBI to trutrate background checks or exercise 
their nght to serve as a Pomt-of-Contact (POC) state for background checks If a state did not 
agree to serve as a POC state, the FFL would contact the FBI to request a background check 
Some states are considered parnal-POf states These states perform background checks for 
handgun transfers but not for long gun transfers In these states, long gun checks are directed to 
the FBI The FFLs in non-POC states inmate background checks by contactmg a NICS Call 
Center or onlme via the Internet-based NICS Electronic Check (NICS E-Check) The NICS 
typically responds to quenes withm 30 seconds and provides FFLs WIth an answer as to whether 
the transfer of a firearm would VIOlate federal or state law or requires further research 

The NICS quenes three databases to determme whether a prospective purchaser IS prohtbited 
from OWl11nga firearm The National Cnme Information Center (NCIC) check determmes If one 
of the NCIC data files contams mformation disqualifymg the prospectrve buyer from obtammg a 
firearm The Interstate Identrficanon Index (III) check searches state and federal cnrrunal history 
records contamed in the Integrated Automated Fmgerpnnt Identificanon System (lAFIS) The 
third database (the NICS Index) was created specifically for the NICS process and IS populated 
WIth data obtamed from federal agencies and state and local sources A check of the NICS Index 
provides federally disqualifying mformation that would prevent the prospective buyer from 
purchasmg a firearm The NICS also sends a query to the Department of Homeland Security's 
U S Imnugration and Customs Enforcement (lCE) database to determine the immigration status 
of non-United States citizens attemptmg to purchase firearms 

If no disquahfymg mformation IS found m the NCIC, III, NICS Index, or the ICE Imnugranon 
Alien Response (JAR), the FFL receives a "proceed" response A "delayed" response results 

2
 



when a record requires more research to determine whether the prospective transferee IS 
disqualified or not When at least one matching record IS found In the NCIC, the III, the NICS 
Index, or the IAR that provides mformation that the receipt of a firearm by the prospective 
transferee would violate federal or state law, the FFL receives a "deny" response Derued 
transferees have the right to appeal the decision per 28 Code of Federal Regulanons (C F R), 
Part 25 10 and Subsection 103 (f) and (g) and Section 104 of the permanent provisions of the 
Brady Act 

Records 

1.	 NICS AUDIT LOG: The NICS Audit Log records all mcorrung and outgoing NICS 
transactions The audit log ISused to analyze system performance, assist users In resolving 
operational problems, support the appeals process, and facihtate system audits Searches 
may be conducted on the NICS Audit Log by transaction date, state, or agency The NICS 
Audit Log IS monitored and reviewed on a regular baSISto detect any possible misuse of the 
NICS data The audit log records the following information 

(a) Inputs	 Users provide identifying mformation concernmg the prospective transferee
 
mcludmg name, sex, race, date of birth, place of birth, and state of residence as well as
 
other optional information
 

f'J 1- 0~- 07-] 

(a) DELE E all personally identifying information withm 24 hours of notification 
to the FFL 
(b) DELETE he FFL number and state of residence within 90 days from the 
creation date 
(c) The NTN an creation date will be retained mdefirutely I 

(2) Denied transfers	 DELETE/DESTROY 110 years after the subject's date of birth 
or 110 years after the creation date of the transaction, whichever IS sooner 3 lId.) /'2..)

Svp<Z.rJe'*() 1J l-~ )-07- / (( C 

(3) Cancelled Requests DEL ArE/DESTROY withm 90 days from the creation date G\ N 1- 6 ('-07- 3 
(b) Master File	 The master file contams mformation about each transaction mcludmg type
 

of transaction (mquiry or response), line number, time, date of inquiry, header, message
 
key, origmatmg agency Identifier (ORI), and inquiry/response date, which Includes the
 
name and other idennfymg mformanon about the prospective purchaser Each
 
transacnon ISassigned a uruque NICS transaction number (NTN)
 

I The Fmal Rule as noted m the Federal Register, 28 CFR, Part 25, which was effective July 20, 2004, specifically 
states, "the FBI will continue to retam for not more than 90 days non-idennfymg data associated with transactions 
such as the FFL number, as well as the NTN and date (which are retamed mdefirutely). for all transactions 111 the 
NICS Audit Log" Thrs language has been previously approved by the Department of Justice (DOJ) and IS 

published m the regulation 

3 



N (: L )-07-1 
(a) DELET all personally identifying mformanon within 24 hours of notification 
to the FFL 

(b) DELETE e FFL number and state of residence within 90 days from the 
creation date 
(c) The NTN an creation date will be retamed indefinitely 2 

(2)	 Denied transfers DELETE/DESTROY 110 years after the subject's date of birth \ 
or	 110 years after the creation date of the transaction. whichever IS sooner "3 {(h) [l.--J

:> U (Jru-y e~.,. AJ I-Co S_UI- ,-

(3)	 Cancelled Requests DELETE~ESTROY within 90 days from the creation date
'/~ f0 I - Co r'-oi-S 

(c)	 Outputs Each query results in one of three determmations 

( 1) Allowed transfers rJ {- G {.-- 0 7 - "3 
(a) DELETE all persot lly identifying mforrnatton withm 24 hours of notrfication 
to the FFL 
(b) DELETE the FFL I1l iber and state of residence withm 90 days from the 
creation date 
(c) The NTN and creation ate will be retamed indefinitely 2 

(2)	 Denied transfers DELETE/DESTROY 110 years after the subject's date of birth ) 
or 110 years after the creation date of the transaction, whichever IS sooner ~., .-~ I( <..)e--z..

\	 ::>'-'r4"J~A IJ 1-(,0 ( 
(3) Cancelled Requests DELETE/D~STROY within 90 days from the creation date 

fJ	 t-: ~ (-0/- '3 
(d) Appeal	 Records Database (ARD) The ARD supports the appeal process It contams
 

mformation such as the appellant's name, address, state of residence, state of purchase, I~)
 

and other detailed information The ARD tracks all mcornmg and outgoing ~-
correspondence, generates reports to assist in morutonng and improving the appeal
 
process, assists supervisors Il1 managmg appeal workloads, and determmes rate of
 
production and scheduling The ARD has been migrated to the NICS environment and
 
ItS records are part of the NICS Audit Log
 

(1)	 Input Descnptive informanon about each appeal (name, address, NTN) entered mto 
the ARD 

DISposItIOn DELETE/DESTROY mdivrdual entnes 110 years after the subject's date of 
birth or 1 10 years after the creation date of the transartIOn, whichever IS ~0p.n.eJ,) 

(	 u/'~ N\-~(~01~(5)LOI u
f) 

2 The Final Rule as noted In the Federal Register, 28 CFR, Part 25, which was effective July 20, 2004, specifically 
states, "the FBI Will continue to retain for not more than 90 days non-Identifying data associated With transactions 
such as the FFL number, as well as the NTN and date (which are retained mdefimtely), for all transactions In the 
NICS Audit Log" This language has been previously approved by the Department of Justice (DOJ) and IS 

published in the regulation 
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(2)	 Master File The master file retams mformation related to each sustamed denial 

DISposItIOn 

(a)	 Sustamed deruals DELETE/DESTROY mdividual entnes 110 years after the 

subject's date of birth or 110 years after the creation date of the transactI~nk 11 ')/ \() 
whichever IS sooner 5~~ /UI--r;( ..,0'/./'3/- V'/l Z-J(5:-

(b) Overturned denials 

(l) DELETE all personally identrfymg mformation within 90 days from the dags{;,,(, b)(2-) 
the status IS changed to proceed on the NICS .>+-: ><.4 A.J 1- t,i-o 70 ) I (J...\t;)/_\ 
(2) DELETE the FFL numbe~nd state of residence within 90 days from the da e J....) 1/LV;j 
the status IS changed to procee on the NICS 
(3) The NTN and creanon date \ 11be retamed mdefirutely 

(c) Output Ad hoc rep~are generated on an as-needed basis (Ytz.- 5 Z-U) J i; 

Disposition DELET ESTROY when no longer needed for reference 
purposes 

(d) System Documentation Reco s relatmg to the design, implementation, testmg 
and vahdation of the ARD mel mg data system specificauons, tile 
specifications, codebooks, recor layouts, user guides, output specifications and 
final reports 

DISposItIOn DELETE/DESTROY r cords one year after terrrunation of the 

NICS C rZ..-5 -z.A); 1/ 

(e) Voluntary	 Appeal File (VAF) The Voluntary Appeal File (VAF) enables the NICS 

Section to mamtam mformation about purchasers that would help prevent future 
erroneous demals or extended delays of a firearms transfer The V AF contains 
documentation submitted by the purchaser and any documentation discovered dunng 
research that assists the NICS Section 111 justifymg the mdrvidual's inclusion 111 the V AF 

DIspOSItIon DELETE/DESTROY entry 

(1) upon notice that the su~ct IS federally prohibrted from possessing firearms, 
(2) upon notice of the subj~ci\ death, 
(3)	 when the subject IS 110 years of age or 110 years after date of entry ll}tOthe V AF 

If no date of birth IS provided, or Sv p.-<r5.[.iv N (- 6 r-()I>~I t,£ 
(4)	 when the subject re~ests removal of therr information from Jhe V,AF ~ e'7 '3 ; bYl-l 'e.o. 

1",\:	 .5 \.I () IFtd"e; ,b i C;, ~ 
(f)	 System Documentation Records relatu ~ to the design, implementation, testing, and 

vahdation of the NICS including data sys em specifications. tile specifications, concept 
of operations (CONOPS), systems secunt plan. codebooks, record layouts, user guides, 
output specifications, and final reports Al included are records created or used to 
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perform configuration/change manag ment processes, mcludmg performance, capacity, 
and system management 

Disposition DELETE/DESTROY reco s one year after termmation of the NICS 

2.	 NON-BRADY ACT BACKGROUND CHECK TRANSACTIONS: Background checks 
not mandated by the Brady Act, such as those in accordance with the U S Nuclear 
Regulatory Comrmssrorr', the Disposal of Firearms" imnative, and the Safe Explosives Acr', 
and firearm permits are mcluded in this section 

(a) Inputs	 Users provide idennfymg mformatron concernmg the prospective transferee 
mcludmg name, sex, race, date of birth, place of birth, and state of residence as well as 
other optional mformation 

( 1) Allowed transfers 

(a) DELETE all personally identifymg mformation withm 24 hours of nonfication 
to the ongmator 
(b) DELETE the FFL number, valid Alternate Search Identifier, or other valid 
Access Number and state of residence witlun 90 days from the creation date 
(c) The NTN and creation date will be retamed mdefirntely 

(2) Derned transfers	 DELETE/DESTROY 110 years after the subject's date of birth 
or 110 years after the creation date of the transaction, whichever IS sooner 

(3) Cancelled Requests DELETE/DESTROY within 90 days from the creation date 

(b) Master FIle	 The master file contams mformatIon about each transaction mcludmg type 
of transaction (inquiry or response), lme number, tune, date of mquiry, header, message 
key, ORI, inquiry/response date, which includes the name and other identrfying 
information about the prospective purchaser Each transaction IS assigned a uruque NTN 

3 On August 8, 2005, President George W Bush signed the Energy Polley Act of 2005, authonzing security personnel of 
the U S Nuclear Regulatory Comrmssion-regulated ennties to transfer, receive, possess, transport, Import, and use one or 
more handguns, rifles, shotgun, short-barreled shotgun, mach me gun, senu-automatic assault weapon, ammurution for 
such guns or weapons, and large capacity amrnumnon feeding devices for official purposes and, as such, a NICS 
background check IS mandated 

4 DIsposal of FIrearms IS an mmative whereby cnrrunal jusuce agencies may lawfully conduct NICS checks on persons to 
whom they WIsh to return firearms, (e g, firearms that have been stolen, confiscated. or used m SUICIdes), there may be 

reasons other than those listed here 

5 The Safe Explosives Act. enacted as part of the Homeland Security Act on November 25, 2002, requires that any person 

who transports, shrps, causes to be transported, or receives explosives materials In either interstate or intrastate commerce 
must obtam a federal perrmt or license Issued by the ATF after undergomg a background check TIllS provrsion of the 
Safe Explosives Act became effective May 24, 2003 The identifymg mformation of the applicant IS electronically 
forwarded by the ATF National Licensmg Center to the NICS Section where a NICS background check IS conducted 
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(1)	 Allowed transfers 

(a) DELETE all personally identifymg mformation wrthin 24 hours of notification 
to the onginator 
(b) DELETE the FFL number, valid Alternate Search Identifier, or other valid 
Access Number and state of residence withm 90 days from the creation date 
(c) The NTN and creation date will be retamed mdefirutely 

(2)	 Denied transfers DELETE/DESTROY 110 years after the subject's date of birth 
or 110 years after the creation date of the transaction, whichever IS sooner 

(3)	 Cancelled Requests DELETE/DESTROY withm 90 days from the creation date 

(c)	 Outputs Each query results in one of three deterrrunations 

( 1) Allowed transfers 

(a) DELETE all personally idennfying mformation within 24 hours of notificanon 
to the ongmator 
(b) DELETE the FFL number, valid Alternate Search Identifier, or other vahd 
Access Number and state of residence wrthin 90 days from the creation date 
(c) The NTN and creation date will be retained mdefimtely 

(2)	 Derued transfers DELETE/DESTROY 110 years after the subject's date of birth 
or 110 years after the creation date of the transaction, whichever IS sooner 

(3)	 Cancelled Requests DELETE/DESTROY within 90 days from the creation date 

3.	 NICS INDEX: The NICS Index was created specifically for the NICS background check 
process The NICS Index contains records obtained from tnbal, local, state, and federal 
agencies about persons prohibited from receivmg firearms under federal law All record 
categones m the NICS Index are federally disqualifymg and prohibit the possession of a 
firearm 

(a) Input	 Documents subm tted by tnbal, local, state, and federal agencies to create, update, 
supplement, or modify d ta m the NICS Index 

Disposition DELETE/D STROY when mformatlOn)s entered on behalf of a tnbal, 
local, state, and federal ag cy 6- (L5 -z.v v 

DISposItIOn When mformation IS entered on behalf of the FBI as the holder of the 
mformation, retain the documentation until the mdividual is no longer federally 
prohibited 

(b) Data File Information IS mamtained m the data fiIe regarding the followmg categones of 
disqualified mdividuals 
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•	 Persons who have been convicted of a cnme pumshable by impnsonment 
for a term exceedmg one year, whether or not sentence was unposed 
ThIS mcludes misdemeanor offenses with a potential term of 
imprisonment in excess of two years, whether or not the sentence was 
Imposed,

•	 Persons who are fugitives from Justice, 
•	 Persons who are unlawful users and/or addicts of any controlled 

substance, 
•	 Persons who have been adjudicated as a mental defective or mvoluntanly 

committed to a mental mstitunon, 
•	 Persons who are aliens and are Illegally or unlawfully m the 

Umted States, 
•	 Persons who have been dishonorably discharged from the U S Armed 

Forces, 
•	 Persons who have renounced their U S cmzenship, 
•	 Persons who are the subject of a protection order Issued after a heanng of 

which the respondent had notice that restrams them from harassmg, 
stalking, or threatemng an intimate partner or child of such a partner, 

•	 Persons convicted in any court of a misdemeanor cnme of domestic 
VIOlence 

•	 Persons who are under indictment or information for a cnme pumshable 
by impnsonment for a term exceeding one year 

Disposition DELETE/DESTROY entry 

upon non that the subject ISno longer federally prohibited from possessmg 
firearms, fJ IV ~ 5/01/32 when the exp auon date of the record ISreached, 

3 upon notice of e subject's death, or 
4 when the subject reaches 110 years of age or 110 years after date of entry mto 

the NICS Index If no date of birth ISprovided	 .. (,_ J.J \-<c.';---<...n -1 3> 
,	 '5 1.I''f ..IC.).4AJ':> " / 

(c) Outputs	 Returned responses mdlcatl~that the quened individual is prohibited from I +. 
possessmg a firearm due to dlsqualIfymg~ormatlon contamed in the NICS Index ;C~)1'1"'-'../~"""'" 

(d) System Documentation	 Records rela ng to the design, implernentanon, testmg and 
validation of the NICS Index mcludmg ata system specificauons, file specificanons, ) 
code books, record layouts, user guides, utput specifications and final reports C-JL) VO 

DIspOSItIon DELETE/DESTROY records one year after termination of the NICS 

4.	 FEDERAL FIREARMS LICENSEES (FFL) TABLE: ThiS table contams the FFL 
numbers Issued to dealers who are legally authonzed to transfer firearms m the Umted States 
The table IS used to venfy the Identity of dealers requestmg background checks 

(a) Inputs Periodic ~tes are received from the ATF 
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Disposinon DELETE/DESTROY afte~"t and venficatIon!Jf data Into the ~aster 
file	 r 1Il~ c-«> "U) /2-

(b) Data FIle	 ThIS data tile contains a master listm of the FFL numbers of all firearm
 
dealers legally authonzed to access the NICS to p rform firearm background checks
 

DISposItIOn DELETE/DESTROY entnes when su rseded, obsolete, or updated by 
revised data	 ,.J (-'-;/- Of.i5 

(c) System	 Documentation Records relati g to the design, implementation, testing and 
vahdation of the FFL Table mcluding da system specifications. file specifications, 
codebooks, record layouts, user guides, 0 ut specrfications and tinal reports I

&vt s -z..o II 
DISposItIOn DELETE/DESTROY one year ter terrmnation of the NICS 

5.	 APPEAL RECORDS: 

Individuals who are demed the receipt of a firearm have the right to appeal the deCISIOn 
Written requests are submitted to the NICS Section and data from these requests IS input 111 

the Appeal Records Database (see NICS AUDIT LOG, ITEM [d]) Appeals documentation 
IScollected and mamtamed In a hard copy appeal case tile and ISalso scanned and 
mamtained electronically as an attachment to the appropnate NICS transaction number (see 
NICS AUDIT LOG, ITEM [d]) Included 111 the hard copy file IScorrespondence between 
the NICS Section and the appellant, research and mvestigative material, and final deCISIOns 

(1) Sustained demals	 DELETE/DESTROY mdividual files 110 years after the 
subject's date of birth or 110 years after the creation date of the transaction, 
whichever ISsooner 

(2) Overturned	 demals DELETE/DESTROY individual files 111 accordance WIth the 
disposinon mstructions approved for allowed transfers (See NICS Audit Log, 
Item l[d] [2] [b]) (j.J).-- 3"'-

5v(J~)~~ 1,-,1-(..1...-07- / ) 

6.	 VOLUNTARY APPEAL FILE (VAF) RECORDS: The VAF enables the NICS Secnon 
to mamtain information about purchasers that would help prevent future erroneous demals or 
extended delays of a firearms transfer VAF applicants submit requests consistmg of a 
completed VAF application and a fingerpnnt card to the NICS Section and the data from 
these requests IS maintained electromcally m the VAF (see NICS AUDIT LOG, ITEM [e]) 
and m a hard copy VAF case file The VAF case file contains documentation subrrntted by 
the purchaser and any documentation discovered during research that assists the NICS 
Section m justifymg the mdividual's mclusion 111 the VAF 

DISposItIOn DELETE/DESTROY entry 

a upon notice t~ the subject ISfederally prohibited from possessing firearms, 
b upon notice oftl\subJect's death, 
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c	 when the subject IS 110 years of age or 110 years after date of entry Into the VAF If 
no date of birth IS provided, or 

d	 when the subject requests re}.goval of their information from the VAF 3 £ 
--'\	 S--~,~;0(-c..,.\-0/- ( 

7.	 NICS E-CHECK Title 28, Code of Federal Regulations (CFR). Part 25, Subpart A-NICS, 
allows for the development of other electroruc means of contact, as alternatives In addinon to 
the telephone. for FFLs to contact for information to be supplied within three business days 
on whether the receipt of a firearm by a prospective transferee would violate state or federal 
law The NICS E-Check provides the FFLs with the capability to Initiate an unassisted NICS 
background check for firearm transfers via the Internet The NICS E-Check operates usmg 
standard Web-based technologies and the Internet for the FFLs to Interface to the NICS 
E-Check Specifically, Public Key Infrastructure (PKI) IS used to provide authentication of 
users pnor to grantmg access to the NICS E-Check services through the use of digital 
certificates 

(a) Daily	 Web logs Each time an FFL accesses the NICS E-Check, the FFL's digital
 
certificate mforrnation IS recorded mto a Web log mdicatmg access was granted or
 
denied The Web log also mamtams all actions performed during the FFL's session
 
mciudmg the correspondmg date and time Web logs are mamtamed on the individual
 
Web servers for seven days, and are copied to the E-Check Log Audit Server (ECLAS)
 
where the logs are mamtamed for ten years
 

DIspOSitIOn 

DELETE/DESTROY Web log from individual Web server seven days from the 

date the Web log IS created on the Web server 

DELETE/DESTROY Web log from the ECLAS ten years from the date the Web 

log	 IS copied to the ECLAS "A~,0 I C;;;\""-<s:J ~ 
SS! '9 _0-

S.	 RELATED RECORDS I 

(a)	 NICS and NICS E-Check Applications The NICS E-Check function enables the FFLs 
to conduct an unassisted NICS transaction for firearm background checks Via the 
Internet The FFLs electronically enter the individual's descnptive mformation mto the 
NICS and initiate the transaction search process The FFLs must complete and sign a 
NICS enrollment form to utilize the NICS as well as an addinonal NICS E-Check section 
of the enrollment form to utilize the NICS E-Check 

DIspOSitIOn 

DELETE/DEST~Y hard copy and scanned NICS E-Check enrollment forms 
seven years, SIXm nths from the date the FFL's NICS E-Check certificate 

becomes mactrve	 N I - 6)"- 0 ( ~ 3 

DELETE/DESTROY hard COP~ICS enrollment forms after mput and 

verification of FFL data mto the N~ for enrollment purposes C--fL 5 'Z-6!L-
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DELETE/DESTROY scanned NIC~enrollment forms seven years, SIXmonths 
from the date the FFL's license beco~s mactive 

(b)	 Historical Files The NICS Section I amtains background matenals and other records 
documenting the implementation and d velopment of the NICS These records do not 
pertain to specific transactions, but rath document policies, procedures, and related 
business information Examples of docu nents contained withm the histoncal tiles are 
Brady Act Task Group meeting rmnutes, ongressional mqumes, mqumes from the 
Department of the Intenor, etc /U I _ G:. J -::: Q / _ 3 

onger needed for reference purposes 

(c)	 Back ps Backup tapes are mamtamed for potential system and data restoration in the 
event a . a system failure or other umntentional loss of data To ensure rapid recovery in 
the even of such a failure, the NICS System files and data files are backed up to tape 
media 

DIsposition DELETE/DESTROY NICS data file backups withm 24 hours from the date 
the backup ta e IScreated 

Disposition DE ETE/DESTROY NICS System backups seven days from the date the 
backup tape ISere ed 
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