
JOB NUMBER 
REQUEST FOR RECORDS DISPOSITION AUTHORITY 

N 1-065- (0 - 3 l' 
To NATIONAL ARCHIVES & RECORDS ADMINISTRATION Date received
 

8601 ADELPHI ROAD COLLEGE PARK, MD 20740-6001
 
1 FROM (Agency or establishment)
 

NOTIFICATION TO AGENCY
 Department of Justice 

2 MAJOR SUBDIVISION In accordance with the provrsrons of 44 USC 3303a, the 

Federal Bureau of Investigation disposition request, Including amendments, IS approved 

t---;;--~-:-=~;-;-;:::;:;-;;-;=::-:-;----------------------1 except for Items that may be marked "disposition not 
3 MINOR SUBDIVISION approved" or "Withdrawn" In column 10 

Records Management Divrsron 

5 TELEPHONE NUMBER DATE ARCHIVIS~HE UNITED STATES4 NAME OF PERSON WITH WHOM TO CONFER 

Tammy J Stnckler 
540-868-4363 lrn n\A.. t \ '~.!P~ ---' 

6 AGENCY CERTIFICATION 
I hereby certify that I am authorized to act for this agency m matters pertammg to the drsposinon of ItS records and that the 
records proposed for disposal on the attached ~O~page(s) are not needed now for the business for this agency or will not be 
needed after the retention pen ods specified, and that written concurrence from the General Accounting Office, under the 
provisions of TItle 8 of the GAO Manual for GUIdance of Federal Agencies, 

X IS not required \\ 0 IS attachJed. or o has been requested 

TITLEDATE SIGNATURE O~~~W~= ~
 
Chief, Records Automation Section
 

John Charles ~(sa (for) Agency Records Officer9/P-r!-z..c·/o "'I~X~ 
9 GRS OR 10 ACTION TAKEN

7 ITEM NO 8 DESCRIPTION~ AND PR~ DISPOSITION SUPERSEDED JOB (NARA USE ONLY) CITATION 

Electronic System Audit Logs 

Audit logs capture the Identification of each user
 
and association of that Identity with all auditable
 
actions taken by that individual The logs record
 
actions such as user ID, start date and time and
 
stop date and time for all logon and logoff
 
attempts (success and failures) In addition to the
 
type of event or action, the terminal or workstation
 
ID and the system location of the event.
 

(1) Audit logs for systems related to Investigative or
 
Intelligence activities, and systems for which records must
 
be maintained for 25 or more "j.eAr>
 
DISPOSITION Retain audit logs for 25 years, or until
 
system ISdiscontinued, whichever IS later
 

(2) Audit logs for systems related to administrative
 
systems, not related to systems managing investigations
 
or intelligence activities
 
DISPOSITION Audit logs shall be retained
 
commensurate With the longest disposition for the records
 
In the system (For example, tmencte! records have a
 
7-year retention penod, euot: logs for systems mamtammg
 
imencie! records would also have a 7-year retenuon
 
penod)
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