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District Criminal Intelligence Databases 

I. Organizational Context 

The position of Umted States Attorney was established by the Judiciary Act of 1789 

(1 Stat 73, § 35), and the mission of the Umted States Attorney's Offices (USA Os) 1s to 

prosecute cnmmal offenses and ht1gate civil matters on behalf of the Umted States mall 94 

Federal Jud1c1al d1stncts nationwide 28 USC § 547 By Attorney General Order No 8-53 

(Apnl 6, 1953), the Executive Office for Umted States Attorneys (EOUSA) was created to 

"[p]rov1de general executive assistance and superv1s1on to the offices of the Umted States 
Attorneys " 28 C F R §0 22 

II. System Description 

Several d1stncts have implemented mternal cnmmal mtelhgence and proffer management 

databases The mam purpose of these databases 1s to provide authonzed staff access to compiled 

mtelhgence mformat1on from a vanety of mvest1gative forms that are submitted by other law 

enforcement sources and filed m the official case files, which assists with case research and 

active mvestigations The databases permit 1denhfication of potential witnesses to, and 

relat1onsh1ps between, cnmmal acts and actors, by actmg as a cullmg tool Informat10n 1s 

related to all potential cases submitted to the d1stnct, regardless of status, 1t mcludes mformat1on 

on all matters, nnmed1ate decimations, later declinations, mvestigations, and cases for that 

d1stnct Proffer mformahon 1s prmc1pally obtamed from defendants facmg federal charges who 

agree to cooperate with the Government or who are proffermg mformation on contemplation of 
domg so, or for the purpose of otherwise obtammg a reduced sentence, proffer mformation may 

also come from non-cnmmals, mcludmg neighbors and/or witnesses to other cnmes To that 

end, some md1v1dual d1stnct databases mclude mformation on cases already m the process of 

bemg mveshgated and/or prosecuted and/or copies of mug-shots and other photographs found m 

the case files to assist with current or potential case research Data pertaimng to potential targets, 

witnesses and proffers mclude a large amount of personally 1dent1fiable mformation (PII), and 

may not be disclosed 

All the mformation 1s substantially duphcauve of mformation contamed w1thm the 

separate US Attorney cnmmal case files and entnes m the Legal Information Office Network 

System (LIONS) The mvest1gative forms and photographs used for mput mto the md1v1dual 

d1stnct systems are mamtamed as part of the md1v1dual case file, and disposed of m accordance 

with those schedules (jobs NC-118-76-01, N 1-118-89-02, N 1-118-90-01, N 1-118-91-01) 

LIONS, which 1s scheduled as permanent, 1s used to track and m~nage the office case files (Job 

Nl-118-99-01 and JOb Nl-060-99-01) LIONS mcludes mformation on all cases, mcludmg 
matters, 1mmed1ate decimations, mvest1gatlons and cases 
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This schedule 1s meant to cover all ex1stmg and future databases that have s1m1lar 

structure and use, regardless of d1stnct This currently mcludes the followmg specific d1stnct 

databases, all of which are Microsoft Access databases 

The Intelligence Proffer and Case Management (IP AC) system, Eastern District of 
Pennsylvania (EDP A): A searchable repository for mformation for the EDP A USAO 

headquartered m Phtladelph1a, PA This includes those under the "ProJect Safe Neighborhoods" 
(PSN) program PSN 1s a nat1onw1de commitment to reduce gun cnme m Amenca by 

networkmg ex1stmg local programs that target gun cnme and prov1dmg these programs with 

add1t1onal tools necessary to be successful 

District Criminal Intelligence Database (formerly known as Rackets), Southern District of 
New York (SONY): The D1stnct Cnminal Intelligence Database for SONY 1s a centralized and 

readily searchable repository for mformat1on obtamed by the United States Attorney's Office 
relatmg to cnmmal conduct w1thm the Junsd1ct1on of the Office headquartered m New York 

City Information relatmg to a specific area w1thm the d1stnct 1s also lmked via geographic 
coordinates to mappmg software 

Target Information and Proffer System (TIPS), District of Maine: TIPS 1s a comp1lat10n of 

proffer data and mvest1gat1ve agency investigation reports for cross-referencmg purposes Its 

purpose 1s for shanng mtelhgence between act1 ve workmg cases for th,e D1stnct of Mame, 

headquartered m Portland TIPS, unlike IPAC and Rackets, does not presently contam 
photographs 

III. Disposition 

Item 1: Inputs 

lnformat10n is mput mto the database manually from vanous records provided by federal 

or local law enforcement agencies and filed m the mdiv1dual case files, mcludmg mvestigatlve 

reports and photographs Inputs pnmanly come from mvestigatlve reports submitted by the 

follov,mg (as well as other) agencies 

a Federal Bureau of Investigation, specifically FBI 302 forms ("reports of 

mvest1gat10n ") 

b Umted States Marshall's Service, specifically mug shots mamtamed by the Umted 

States Marshals Pnsoner Trackmg System, and also mamtamed m the Department 
of Justice's Jomt Automated Bookmg System (JABS) 

c Bureau of Alcohol, Tobacco, Fuearms and Explosives (ATF), mvest1gat1ve 

reports 
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d Drug Enforcement Agency (DEA), DEA 6 forms (mvest1gat1ve reports) 

e County D1stnct Attorney Offices, cnmmal reports 

f Mumc1pal Police Departments, cnmmal reports 

Disposition: After mput 1s complete and venfied, return forms and photographs to the 

appropnate case file, and dispose of m accordance vnth ex1stmg records d1spos1hon schedules 

Item 2: Master File 

Compiled Intelligence and Investigative Information This mcludes data on any case 

submitted, reviewed, mvestlgated, prosecuted and/or md1cted under the Junsd1ct10n of the US 

Attorneys and tracked w1thm the LIONS system (mcludmg matters, immediate declmat10ns, 

mvest1gahons and cases) The master files mclude select data manually mput from the 

mvestlgat1ve forms and, m some cases, from LIONS The followmg fields may be mcluded 

name, physical descnpt10n, date of birth, state ID number, referrmg agency, referrmg agency 

filmg number, ahas(es), nature of offense (cnmmal case type), date and location of offense, 

cnme code, gun and automobile mformat10n, drug type, LIONS system mformat10n (case 

number), etc Cases that lead to md1ctment may mclude the followmg add1t10nal fields the 

md1ctment date, court number, Judge, charges, arraignment and tnal dates, and sentence details 

Ind1v1dual systems may also Imk to scanned copies of the forms and/or photographs 

Disposition: TEMPORARY, delete 20 years after m1tial entry mto database ( entry 

date), or when no longer needed for Agency busmess, whichever 1s later 

Item 3: Outputs 

Item 3a: Ad Hoe Reports: 

The systems may be used to generate moflthly md1ctment reports Canned reports such as pohce 

d1v1s10n, declmed cases and plea reports are available Ad hoc reports are produced upon 

request 

D1spos1tlon TEMPORARY, delete/destroy 1,vhen no longer needed after generated (GRS 20, 

Item 16) 

Item 3h: Data Extraets 

Some d1stncts (currently SDNY) run data from the master file through GIS soft1.vare, 1Nhere the 

data consists of extracts from the master data file (GRS 20, Items 4 & 5; Software, GRS 20, 
items 10 & 11) 
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Item 4: System Deeumentatiee 

There 1s no formal vmtten documentat1on Data element d1ctlonanes and Entity Relat1onsh1p 
Drngrams (ERG) are available for each md1v1dual system 

D1spos1t1on TEMPORARY, delete/destroy when superseded (GRS 20, item 11) 
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