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- REQUEST FOR RECORDS DISPOSITION AUTHORITY JOB NUMBt::R 

(See Instructions on reverse) IVI~"Z::~5~oq-£-·, 
TO NATIONAL ARCHIVES and RECORDS ADMINISTRATION (NWML) DATE RECEIVED 6/ ~ ~ o 9 

8601 ADELPHI ROAD, COLLEGE PARK, MD 20740-6001 

FROM (Agency or establishment) NOTIFICATION TO AGENCY 
Department of the Treasury 

2 MAJOR SUBDIVISION 
In accordance with the provrsions of 44 usc 3303a the 

Office of Foret n Assets Control disposition request, including amendments, IS approved except 
1--::-3-:=:M-:-:-IN:-;;0=-=R:-:So.:.U-:-::B=-=D:"::-IV7.'IS~I':':'0-:-:N=-=-=-..::..::,-----=-..::....:...:c~-------------I for Items that may be marked "disposition not approval" or 

"withdrawn" In column 10 
Sanction Support Drvisron 

4 NAME OF PERSON WITH WHOM TO CONFER DATE 

James B Thorstad 202-622-1284
 
5 AGENCY CERTIFICATION
 

I hereby certify that I am authorized to act for this agency In matters pertaining to the disposition of ItS records and that the records proposed for 
disposal on the attached _1_5 _ pages(s) are not now needed for the business of trus agency or will not be needed after the retention periods 
specrfied, and that written concurrence from the General Accounting Office, under the provisrons of Title 8 of the GAO Manual for GUidance of 
FederalA~ 

~ IS not required, I ,=_ II IS attached, or ..::1 has been requestedA 

9 GRS OR 
SUPERSEDED 
JOB CITATION 

Office of Foreign Assets Control (OFAC) 
Consolidated Technology Systems (OCTS) 

Background: 

-The Office of Foreign Assets Control (OFAC) of the
 
US Department of the Treasury administers and
 
enforces economic and trade sanctions based on
 
foreign policy and national secunty goals aqai
 
targeted foreign countnes and regimes, terr IStS,
 
International narcotics traffickers, those gaged In
 

activities related to the proliferation 0 eapons of
 
mass destruction, and other threa to the national
 
secunty, foreign policy or econ y of the United
 
States OFAC acts under P srdentral national
 
emergency powers, as I as authonty granted by
 
specifrc legislation, to pose controls on transactions
 
and freeze assets der US junsdictron Many of the
 

sed on United Nations and other
 
mternatron andates, are multilateral In scope, and
 

se cooperation with allied governments
 

Office of Foreign Assets Control (OFAC)
 
Consolidated Technology Systems (OCTS) IS
 
compnsed of the many custom components that
 
reside on dedicated system hardware and software,
 
which Includes the Automated Blocking and
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Reject Reporting System (ABaRRS), Annual Blocking 
and Reject Reporting System (Blocked Assets), Cuba 
Travel and Licensing (CTAL), Foreign Assets Control 
Database (FACDB), International Programs Case 
Information System (IPCIS), Specially Designated 
Nationals, Service Provider Regulatory Program 
(SPRP), and Employee Administration (EA) 

The Office of Foreign Assets control (OFAC) currently 
administers over a dozen major economic sanction 
programs Imposed by the President under authonty of 
the International Economic Powers Act and the 
Trading with the Enemy Act OFAC publishes a list of 
Specially Designated Nationals (SON) and Blocked 
Entities All U S financial Institutions and all persons 
In the United States are required to block or reject 
transactions linked to SON's or blocked entities and 
reject certain other transactions and report their 
actions to OFAC within 10 days of occurrence 

I. Automated Blocking and Reject Rep
 
System (ABaRRS)
 

Description: 
ABaRRS ISa custom web-based terface that 
electronically tracks and stores locked or rejected 
transactions In accordance h U S economic 
sanctions policy Transact: n Information ISeither 
provided electronically 0 mailed/fax by financial 
Institutions As transa ons are Imported Into 
ABaRRS, they are r rewed and Investigated by 
OFAC personnel determine If any transaction 
appears to be usual or If further action IS 
necessary 

a.) Inputs· 
The fma cial Institutions submit Information to a 
secur storage area of the Department of Treasury 
Sec e Environment Gateway (SEG) with the use of 
o artment of the Treasury Public Key Infrastructure 

KI) certification and authentication pnvileqes 
OFAC administers the Issuance and maintenance of 
certifications for the financial Institution The secure 
storage area In the SEG and the ABaRRS system 
mside the OFAC firewall ISavailable to users with 
specific ABaRRS pnvileqes and roles 
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Financial institutions access the web-based ABaRRS 
application through the PKI This certificate and 
authentication process allows for secure access and 
single sign-on To access the system, the financial 
institutions need to employ the Internet Explorer 
browser and Java Virtual Memory (JVM) The 
browser must be configured to accept cookies The 
OFAC server has the Java toolkit and Entrust 
TruePass toolkit to venfy the user password based on 
the cookie and grants access to the web application 

Data ISentered manually on a dally, ad hoc basis via 
the Web Interface 

Disposition: TEMPORARY Destroy 1 year after 
superseded, obsolete, or no longer needed for 
busrness purposes, whichever IS later 

b.) System Data: 
All Information collected by OCTS IScollected fr 
external users Specifically, the ABaRRS com onent 
of OCTS supports the collection of blocked 
transaction Information provided by U S f ancial 
Institutions Penodrcally, financial mstrtu ons submit 
Information electronically or In the for of mailed 
and/or faxed documents on each bl cked or rejected 
transaction to Include wire transf s, letter of credits, 
and checks The Informational ntent of these 
transactions Include transact n type, money amount, 
transaction made and tran ctron 10 These 
transactions are then pro essed by OFAC 
Compliance DIVISione ployees and contractors 

Disposition: TE ORARY Destroy 1 year after 
superseded, obs ete, or when no longer needed for 

es, whichever IS later 

c.) Output:
 
Creates OMPLlEnforcement case Within ABaRRS
 

Hard 0 nntouts created to meet ad hoc bUSiness
 
nee s (GRS 20 Item 16)
 

Pnntouts denved from electronic records created 
on an ad hoc baSISfor reference purposes or to 
meet day-to-day business needs 

Disposition: TEMPORARY Destroy when the 
agency determines that they are no longer needed for 
administrative, legal, audit, or other operational 
purposes, provided the pnntouts do not contain 
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substantive Information, such as substantive 
annotations, that IS not Included In the electronic 
records (Printouts that contain substantive 
information should be disposed of In accordance with 
the NARA-approved schedule that covers the series 
In which they are filed) 

d.) System Documentation:
 
OFAC IT System Profile ABaRRS Final
 
DOX060019 8 0 0006 1-20081210 doc
 

Codebooks, records layout, user qurde, and other 
related materials 

Disposition: Temporary Delete/destroy when 
superseded or 5 years after the system ISterminated, 
whichever ISsooner 

II. Annual Blocked Property Report (Blocked 
Assets) 

Description: 
OFAC publishes a list of Specially Desiq ated 
Nationals (SDN) and Blocked entities II U S 
financial Institutions and all entities I 
States are required to block or reJe t transactions 
linked to SDNs and report their nons to OFAC 
within 10 days of occurrence part of this process, 
each calendar year, all mstrt Ions who file a reject or 
blocking report dunnq the ar are required to submit 
an annual report This r ort serves as a compilation 
of all of the blockmq/re ct reports filed dunnq the 
year The purpose of e Blocked Assets System ISto 
provide the mstrtuti s with the means to 
electronically file ISannual report 

a.) Inputs: 
Electronic s mission by U S financial Institutions of 
annual blo king reports, are submitted as excel 
spreads eets or as filled-out paper forms that are 
scann and OCR'd (ASCII, XLS, etc) and loaded 
Into e BLKASSETSADMIN table of the FACDB 
Re orts are due on or about June 1 and entry/loading 
o	 the data IScompleted between June 1 and the 

lose of the fiscal year 

Disposition: TEMPORARY Destroy 10 years after
 
reconciliation
 

b.) System Data:
 
Information IScollected from external users The
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content of the information Includes Institution names 
and contacts, Institution addresses, telephone 
numbers, asset owners, types and money value and 
regulations, blocked assets, person holding 10 and an 
Institution unique rdentifymq number 

Disposition: TEMPORARY Destroy 10 years after 
reconciliation 

c.) Outputs: 
Outputs/products Include the Terronsm Asset Report, 
Presidential Reports to Congress, ad hoc reports on 
the disposition of blocked assets for TRIEA and other 
types of litigation 

Hard copy pnntouts created to meet ad hoc business 
needs (GRS 20 Item 16) 

Pnntouts denved from electronic records cr 
on an ad hoc basts for reference purpose 
meet day-to-day business needs 

Disposition: TEMPORARY Destroy w en the 
agency determines that they are no 10 ger needed for 
administrative, legal, audit, or other perational 
purposes, provided the printouts not contain 
substantive Information, such a substantive 
annotations, that IS not mclud In the electronic 
records (Printouts that cont In substantive 
Information should be drsp sed of In accordance with 
the NARA-approved sch ule that covers the senes 
In which they are filed) 

d.) System Docum ntation: 
OFAC IT System rofile Blocked Assets, Final 
DOX0600198 0062-20081210 doc 

Codebooks, ecords layout, user gUide, and other 
related m enals 

Dispo tion: Temporary Delete/destroy when 
supe eded or 5 years after the system ISterminated, 
wru ever ISsooner 

I. Cuba Travel and Licensing (CTAL) 

Description: 
CTAL IS a custom web-based Interface that facilitates 
the Issuance of specrnc licenses In accordance with 
the Cuban Assets Control Regulations Specrtrcally, 
CTAL allows public users to submit required 
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information and complete a Request for a Specific 
License to VISit an Immediate Family Member In a 36 
Month Penod application All submitted data IS 
Imported Into CTAL, stored In the Foreign Assets 
Control Database, and reviewed by OFAC personnel 
to determine If a license may be Issued to authorize 
travel-related transactions or VISitSto Immediate 
family members who are nationals of Cuba In 
addition, OFAC personnel may use the system to 
perform an automated travel history and transaction 
history to verify that the applicant ISeligible for travel 
to Cuba under the Family Travel Program 

a.) Inputs: 
CTAL (aka FastRequest) Immediate family travel 
data IS Input by members of the public through the 
web-Interface and IScaptured In a XML file format on 
a public server located at the Qwest SEGway 
location A scheduled sweep application retrieves 
data from the SEGway public server every 60 
minutes for upload Into CTALADMIN Once load 
the CTALADMIN tables, database triggers 
automatically load/update the data as a "repo itory" 
record In the Foreign Asset Control Databa e 
(FACDB) (OFACPROD) schema tables 

Disposition: TEMPORARY Destroy, 
successful entry and verification 

b.) System Data: 
All information collected by 0 TS IScollected from 
external users CTAL ISan er component that also 
collects Information In re onse to an announcement 
by the Executive Office n May 06, 2004 a regulatory 
change that affects t Cuban Assets Control 
Regulations, requn s that individuals subject to U S 
JUrisdiction Will b required to obtain a specific license 
and meet mod led qualification standards If they seek 
to VISitclose elatrves In Cuba As a result, CTAL 
supports t e collection of Information from these 
rndrvidu s In order to expedite the processing and 
appro al of travel licenses Information submitted by 
rnd: Quais Includes personal Identifiable Information 
s h as name, date of birth, mailing address, 

assport number, as well as personal Information 
pertaining to those Individuals the applicant ISvrsrtmq 

Disposition: TEMPORARY Cut off files annually 
Destroy 5 years after cut off 

c.) Outputs: 
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FACDB (FACDB ISa custom web-based Interface 
that stores all mall records, licensing Information, and 
unclassified case date) correspondence and 
licensing 

Hard copy pnntouts created to meet ad hoc business 
needs (GRS 20 Item 16) 

Pnntouts denved from electronic records created 
on an ad hoc basis for reference purposes or to 
meet day-to-day business needs 

Disposition: TEMPORARY Destroy when the 
agency determines that they are no longer needed for 
administrative, legal, audit, or other operational 
purposes, provided the printouts do not contain 
substantive Information, such as substantive 
annotations, that IS not Included In the electronic 
records (Pnntouts that contain substantive 
Information should be disposed of In accordance with 
the NARA-approved schedule that covers the senes 
In which they are filed) 

d.) System Documentation: 
OFAC IT System Profile CTAL FastRequ 
DOX060019 8 0 0006 1-20081202 doc 

Codebooks, records layout, user g 
related matenals 

Disposition: Temporary De te/destroy when 
superseded or 5 years aft the system ISterminated, 
whichever ISsooner 

ontrol Database (FACDB): 

stom web-based Interface that stores 
all mall rec ds, licensing Information, and 
unclassif d case data OFAC personnel search the 
databa to locate and open any records stored 

he application 

a Inputs: 
ACDB IS butlt on an Oracle database and Includes a 

custom web-based Interface, It stores all mall records, 
licensing information, and unclassified case data 
OFAC personnel search the database to locate and 
open any records stored within the application The 



REQUEST FOR RECORDS DISPOSITION AUTHORITY JOB NUMBER 

(See lnstrucii 'In reverse) 

application ISavailable to the OFAC user base, and IS 
only accessible within the Departmental Offices 
firewall 

Disposition: TEMPORARY Delete/destroy 3 years 
after successfully entered and venfied for accuracy 

b.) System Data: 
The informational content consists of names, 
addresses, telephone, license application Information 
such as application / FAC number, and license 
number 

Disposition: PERMANENT Retire to Washington 
National Records Center after 5 years or when no 
longer needed Transfer to NARA after 10 years 

c.) Outputs: 
Reports, tables, charts or any other manipulation 
the database data 

Hard co nntouts created to meet ad hoc 
needs (GRS 20 Item 16) 

Pnntouts denved from electroruc r
 
on an ad hoc basts for reference
 
meet day-to-day business nee
 

Disposition: TEMPORARY 
agency determines that they re no longer needed for 
administrative, legal, audit, r other operational 
purposes, provided the p ntouts do not contain 
substantive Information such as substantive 
annotations, that IS n Included In the electroruc 
records (Printouts t at contain substantive 
information shoul e disposed of In accordance With 
the NARA-appro ed schedule that covers the senes 
In which they e filed) 

d.) Syste Documentation: 
OFAC IT ystem Profile FACDB Licensing Final 
DOX06 19 8 0 0006 1-20081222 doc 

ooks, records layout, user quide, and other 
rei ted matenals 

isposition: PERMANENT Cut off when 
superseded or after the system ISterminated, 
whichever IS later Transfer to NARA after 5 years 

v. International Programs Case Information 
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System (IPCIS) 

Description: 
IPCIS IS a custom web-based Interface form that 
encompasses many of the tools International 
Programs Division (IPD) officers utilize to produce 
their work product Specifically, IPCIS provides 
access to public Information sources and other 
Treasury applications It also allows access to Internal 
IPD data storage, Indexing, and retrieval applications, 
as well as a case management system to handle IPD 
evidence as It pertains to these cases 

a.) Inputs: 
The IPCIS application (also referred to as IPD 
evidentrary system) data tables reside In the 
OFACPRD database Instance under the Oracle 
owner name IPDADMIN The data that resides I 
IPCIS IS populated either through mass data u dates 
by IT staff (procured research data), or by D 
analysts through the client side Evidentra Case 
Templates (and MS Word document) 0 ce the 
EVidentiary data IS loaded to the IPDA MIN tables, 
the "uploading" of completed eviden ry documents 
to the IPCIS web Interface triggers e push of the 
data In those tables to the SDN plication tables 
through a web service Once I he SDNADMIN 
repository, the data are read to be final and 
processed to go up to the AC SDN public website 

Disposition: TEMPO ARY Cut off file upon 
termination of the sa ctron program to which the 
verification files co espond Destroy on-site 10 years 
after cut off 

b.) System D ta: 
Like the rest f the OCTS components, IPCIS 
mformatro IScollected from external users The 
content I eludes names, aliases, addresses, 
rdentif non Information, procured 
comp hy/mdrvrdual rdentmer Information for 
sea hmq 

isposition: TEMPORARY Cut off file upon 
termination of the sanction program to which the 
verification files correspond Destroy on-site 10 years 
after cut off 

c.) Outputs: 
A Completed EVidentiary Client template (MS Word 
document) creates a package record In the SDN 
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application 

Hard copy printouts created to meet ad hoc business 
needs (GRS 20 Item 16) 

Printouts derived from electronic records created 
on an ad hoc basis for reference purposes or to 
meet day-to-day business needs 

Disposition: TEMPORARY Destroy when the 
agency determines that they are no longer needed for 
administrative, legal, audit, or other operational 
purposes, provided the printouts do not contain 
substantive Information, such as substantive 
annotations, that IS not Included In the electronic 
records (Printouts that contain substantive 
Information should be disposed of In accordance with 
the NARA-approved schedule that covers the series 
In which they are filed) 

d.) System Documentation:
 
OFAC IT System Profile IPCIS Final
 
DOX060019 8 0 00062-20081211 doc
 

Codebooks, records layout, user qurd ,and other 
related materials 

Disposition: Temporary Delet destroy when 
superseded or 5 years after th system ISterminated, 
whichever ISsooner 

VI. Specially Designat Nationals (SDN) 
Description: 
SON ISa custom we -based Interface that provides 
OFAC personnel w h a standardized method for the 
entry of source S N data and automates the creation 
and publishing f the SON list In various formats 
SON data ar comprised of mdividuals and 
companies wned or controlled by, or acting for or on 
behalf of argeted countries It also contains 
rndrvid Is, groups, and entities, such as terrorists 
and rcotrcs traffickers desiqnated under programs 
tha are not country-specific All financial institutions 
a a persons In the U S are required to block financial 
ransactions that are linked to mdtvrduals, entities, 

and vessels that are Identified In the SON list or react 
appropriately to transactions that potentially violate 
one of the OFAC country-specific programs 

a.) Inputs:
 
Data ISeither manually entered via the Web Interface
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or uploaded from the IPD evidentrary system A small 
number of names are provided by outside sources 
like the State Department or foreign governments 
Data ISadded ad hoc, e g there are no regularly 
scheduled data loads Currently, four types of data 
are entered Entities (Organization), lndividuals, 
Shipping Vessels, and Aircraft 

Disposition: TEMPORARY Cut off file when no 
longer needed for analytical or administrative 
purposes or when Investigation IScompleted, 
whichever ISapplicable Destroy on-site 10 years 
after cut off 

b.} System Data: 
Names, aliases, addresses, and Identification 
Information The Identifying data columns for a 
transaction Include things such as a FAC and FOIA 
number 

Disposition: 
longer needed for analytical or adrrurustran 
purposes or when Investigation IScompl ed, 
whichever ISapplicable Destroy on-sit 10 years 
after cut off 

c.} Outputs: 
A number of different output for ats are generated 
and manually pushed to the a AC public Web site 
Examples formats Include CII, EXCEL, XML, and 
PDF The system e-rnarls n XML file to the EPLS 
application at GSA Oth file formats are Intended for 
human consumption 

Printouts enved from electroruc records created 
on an a hoc basis for reference purposes or to 
meet y-to-day business needs 

Dispa ition: TEMPORARY Destroy when the 
age cy determines that they are no longer needed for 

uustrative, legal, audit, or other operational 
rposes, provided the printouts do not contain 

substantive information, such as substantive 
annotations, that IS not Included In the electronic 
records (Printouts that contain substantive 
information should be disposed of In accordance with 
the NARA-approved schedule that covers the series 
In which they are filed) 
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d.) System Documentation: 
OFAC IT System Profile SON Final 
DOX060019 8 0 0006 1-20081211 doc 

Codebooks, records layout, user quide, and other 
related matenals 

Disposition: Temporary Delete/destroy when 
superseded or 5 years after the system ISterminated, 
whichever ISsooner 

VII. Service Provider Regulatory Program (SPRP) 

Description: 
SPRP IS a custom web-based Interface that helps 
OFAC administer a major economic sanction progra 
Imposed by the President under authonty of the 
International Economic Powers Act and the Tra g 
with the Enemy Act Specifically, SPRP provi sa 
secure data warehouse and data entry and halysis 
tool for OFAC personnel to track service oviders 
sending funds to Cuba per the U S De rtment of 
Treasury's trade embargo regulations SPRP allows 
Treasury to track and analyze com rues' financial 
operations and to Investigate and/. r shut down those 
operating Illegally 

a.) Inputs: 
Data are Input via the web terface and stored In the 
SPRP application data ties which reside In the 
FACDB (OFACPROD) racle database under the 
owner name SPRP MIN 

Disposition: T Cut off annually 
Destroy on-site 0 years after country becomes 
unblocked 

b.) Syste Data: 
Capture the required reports filed by Carner Service 
Provid rs (CSP), Travel Service Providers (TSP), and 
Re tance Forwarders (RF) (domq business With 
C a 

etaued data Includes the number of passengers 
serviced, the amount of money transferred to Cuba or 
other TSPs, CSPs, and RFs, the purposes for the 
travel, the types of travel, and money transfers to 
banks 

Disposition: TEMPORARY Cut off annually 
Destroy on-site 10 years after country becomes 
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unblocked 

c.) Outputs: 
Reports, tables, charts or any other manipulation of 
the database data 

Hard copy pnntouts created to meet ad hoc bUSiness 
needs (GRS 20 Item 16) 

Printouts denved from electronic records created 
on an ad hoc baSISfor reference purposes or to 
meet day-to-day business needs 

Disposition: TEMPORARY Destroy when the
 
agency determines that they are no longer needed for
 
administrative, legal, audit, or other operational
 
purposes, provided the pnntouts do not contain
 
substantive Information, such as substantive
 
annotations, that IS not Included In the electron:
 
records (Printouts that contain substantive
 
Information should be disposed of In accor nce with
 
the NARA-approved schedule that cover the senes
 
In which they are filed)
 

d.) System Documentation:
 
OFAC IT System Profile SDN Fin
 
DOX060019 800006 1-20081 1 doc
 

Codebooks, records layout,
 
related matenals
 

Disposition: Tempora Delete/destroy when
 
superseded or 5 yea after the system ISterminated,
 
whichever ISsoone
 

Descriptio .
 
Employee drrurustratron ISa customized web-based
 
rnterfac orm that allows SSD administrative
 
emplo es to add, update, delete, and run reports on
 
OFA staff-related Information (e g office location,
 
ph e number, USERID, etc)
 

a.) Inputs:
 
The EA application data tables reside In the
 
OFACPRD database Instance under the Oracle
 
owner name IPDADMIN The data that resides In EA
 
ISpopulated through SSD adrrun staff data entry
 

Disposition: TEMPORARY Delete/destroy 3 years
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after successfully entered and venfied for accuracy 

b.) System Data: 
The EA application data tables reside In the 
OFACPRD database Instance under the Oracle 
owner name IPDADMIN The data that resides In EA 
IS populated through SSD adrrun staff data entry 
When a new employee comes aboard to OFAC, or an 
existmq employee undergoes a change In some office 
Infrastructure related way, SSD administrative 
employees log onto EA and add/update the 
employee's information 

Disposition: TEMPORARY Destroy when 5 years 
old or no longer needed for operational purposes 
whichever IS later 

c.) Outputs: 
Office list by drvrsion and Internal telephone lis 
reports can be run to view only, or publish to 
OFAC Portal, In HTML, PDF, or Word for t 

Text files can be downloaded for use 
application and the staff table 

Disposition: TEMPORARY D stroy when 3 years 
old or no longer needed for 0 eratronal purposes 
whichever IS later 

d.) System Document ion: 
OFAC IT System Prof Employee Administration 
Final DOX060019 8 00062-20081107 doc 

Codebooks, reco s layout, user gUide, and other 
related materia 

Dispositio . TEMPORARY Delete/destroy when 
supersed or 5 years after the system ISterminated, 
whichev r ISsooner 

ther Documentation 

ooz Allen Hamilton, and MITRE Corporation have 
done In-depth analyses of the OCTS, additional 
Information ISavailable In the following 

OCTS_Rlsk_Assessment_Report_113006_wlth_com 
ments_from_Russ doc 
OCTS _Accred itatron_ Decrsion_Letter doc 
OCTS PIA 113006 doc 
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OCTS - POA&M -113006 doc 
OCTS_ReqUirements_Matnx_113006 doc 
OCTS_Rlsk_Assessment_Report_113006 doc 
OCTS_System_Secunty_Plan_113006 doc 
MITRE Systems Profile DISC- Task Order 
DOX060019 December 2008 Dehverables 

Disposition: Temporary Delete/destroy when 
superseded or 5 years after the system ISterminated, 
whichever ISsooner 

hat115-109 STANDARD FORM 115 (REV 3-91) 
Prescribed by NARA 

36 CFR 1228 

WITHDRAWN
 




