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lowing records drsposition schedule applies to the records of the Executive Office of the 
Preside that are created or received on the Office of Management and Budget (OMB) classified 
electronic ommunicanons (mall) system(s) after July 1,2004 The purpose of this system ISto 
collect bud t mformation from federal agencies whose budget-related materials are classified 

At the time this hedule was written the classified electronic comrnumcations systems included 
Secret Internet Pro col Network (SIPRNET), a SECRET level classified electronic mall system 
provided to OMB by he White House Commumcations Agency (WHCA) begmnmg July 1, 
2004, and the Joint W ldwide Intelligence Commumcations System (JWICS), a TOP SECRET 
level classified electrom tail system provided to OMB smce 2003 by the National Security 
Agency (NSA) and from J1 2005 by WHCA. Both systems utihze MIcrosoft Office software 
The recordkeepmg copy of e h mconung message IScaptured upon receipt The recordkeepmg 
copy of each outgoing message captured upon transrrussion SIPRNET attachments are 
decrypted upon entry into the sys m, some email and attachments on JWICS may require PKI 
certificates for decryption 

The classified e-mail system connects tOMB Defense and International Affairs DIVISIonsto 
the Department of Defense's SIPRNet an the Department of State's Cable Xpress system 
L1111ltedconnectrvity may be provided to the MB Homeland Security Branch and Office of 
Information and Regulatory Affairs (OIRA) as eeded SIPRNET ISused by approximately fifty 
users and IS lmuted to OMB staff in the Intemati al Affairs and Nanonal Security DIVISIons, 
the ASSOCIateDIrector for National Security Progra s, OMB Homeland Secunty Branch and 
Office of Information and Regulatory Affairs (OIRA) JWICS ISused by less than ten users 111 

the Intelligence Branch 

The dISPOSItIonmstructions approved by this schedule may \j applied to subsequent classified 
electronic commumcation systems that may supersede SIPRN 

WtTWORAWN 
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-rnail messages (mcluding but not limited to phone messages, appointments, tasks, and 
n tes) that are created or received on the OMB classified electronic commurucatrons 
sys m(s) E-mail records include transrmssron (idennnes of the sender and recipient, and 
the d e of transmittal) and receipt metadata The records consist of e-mail messages and 
attachm nts 

PERMANENT 

Cut off at the end of each Presidential 
Adrrumstranon ansfer master data file to NARA m accordance 36 CFR 1228 or 
applicable guidance hat may supersede 36 CFR 1228 

2 
Documentation for each ta file includes mformanon such as the format of the data file 
and/or the context m which te data file was created, mcludmg PKI certificates or 
documentation required for a essing attachments 

DISPOSITION 

DISPOSITION INSTRUCTION ut off at the end of each Presidential 
Adrmmstranon Transfer a copy of the ocumentation with the records descnbed m 1 
(above) to NARA m accordance 36 CFR 228 or applicable guidance that may supersede 
36 CFR 1228 Transfer any updates to the ocumentatton with subsequent records' 
transfers 

3 Outputs 
a Outputs, mcludmg by not hmited to printout nd reports, whose related records 

senes have been appraised by OMB to have pe 

DISPOSITION PERMANENT 

DISPOSITION INSTRUCTION File with related r cords senes 
Delete/Destroy according to related record senes disposit n authonty 

b	 Outputs, mcludmg by not hrruted to pnntout and reports, who
 
senes have been appraised by OMB to have non-penn anent val e
 

DISPOSITION TEMPORARY 

DISPOSITION INSTRUCTION FIle with related records senes 
Delete/Destroy according to related record senes disposition authonty 
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4 E ctronic Version of the E-Mail Records on "Live" Classified System(s) 
The records are the "user" copies Deletion will not Impact the recordkeepmg copy 

TEMPORARY 

Delete when OMB determines It ISno longer 

5 Indices 
ie system of the contents of electroruc folders of the system(s) 

users 

DISPOSITION	 TEMPORARY 

Delete when OMB determines It ISno longer 
needed for adrmmstranve, lega , audit or other operational purposes 

6.	 Distribution Lists 
Mailmg lists created by users for sen ng e-mail messages to groups of recipients All 
recipients of e-mail messages are identi ed in full on the message Itself 

DISPOSITION 

DISPOSITION INSTRUCTION Delete wli 11 OMB determmes It ISno longer 
needed for adrmrustrative, legal, audit or other op ational purposes 

WITHDRAWN 
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S even Aitken 
Deputy General Counsel 
Office of Management and Bu 

COL Howard Cohen WITHDRAWN 
Commander 
White House Commumcations Agency 

John 
Acting, Chief Information Officer 
Office of Adnurustration 
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