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Network Outage Reporting System (NORS) 

Background 
Obtauung Information on cornmumcations service disruptions IS essential to the Federal 
Comrnumcanons Cornnussions (FCC) goal of ensunng the rehabihty and secunty of the 
nation's commumcanons mfrastructure Accordingly, the FCC requires cornmurucanons 
providers, includmg wirelme, wireless, pagmg, cable, satellite and Signahng System 
service providers, to electronically report mforrnatron about sigmficant disruptions or 
outages to their commurucations systems that meet specified thresholds set f011h in Part 4 
of the FCC's rules (47 C F R Part 4) Commumcations providers must also report 
information regarding commurucations disruptions affectmg Enhanced 9-1-1 facilines 
and all-ports that meet the thresholds set forth m Part 4 of the FCC's rules Given the 
sensitive nature of this data to both national secunty and commercial competmveness, the 
outage data IS presumed to be confidential 

NORS IS the web-based fihng system. implemented on January 3, 2005, through wluch 
cornmumcations providers covered by the Part 4 reportmg rules submit reports This 
system uses an electronic template to promote ease of reporting and encryption 
technology to ensure the secunty of the mformation filed The Commumcations Systems 
AnalYSIS DIVISion (CSAD) of the FCC's Public Safety and Homeland Secunty Bureau 
admuusters NORS, monitors the outage reports submitted through NORS and performs 
analyses and studies of the cornmumcanons disruptions reported Pnor to 2005, 
cornmurucations providers were required to subnut their reports via facsimile to the 
FCC's Communications Command Center pursuant to 47 CFR 63 100 

Temporary Destroy/delete ten years after notificanon made 

NORS uses an electronic tel ate to promote ease of reportmg and encryption 
technology to ensure the secunty 0 ie information filed Network telecommumcanon 
companies enter major service disrupti into the system The baSIC outages reports that 
are filed include Nonfication. Initial l11nUl11CatIOns Outage Report, and Final 
Communicattons Outage Report 

(1) Not later than 120 minutes IS reportable, the 
telecornmumcanon provider submits a "Notification" to 
(u) Not later than 72 hours after discovering the [tage is reportable, the 
telecommurucation provider submits a more detailed "Initial mmurucations Outage 
Report" to the FCC, and 



n 30 days after discovering the outage IS reportable. the 
telecommunication vider submits a "Fmal Commumcations Outage Report" to the 
FCC 

If there are technical unpedui ts to using the Web-based system during the Notrfication 
tune frame a wntten notificatiol y e-mail, Fax or couner may be used In cases where 
special offices and facilities (oth than 911 offices and facihties) are affected, any 
reports from the National Commumc ns System (NCS) will be submitted wrthin 190 
minutes of an outage to the FCC" s Duty fficer, who IS on duty 24 hours a day 111 the 
FCC's Cornmurucanons and Crisis Managen 11 Center in Washington, DC 

Disposition: Temporary ears after notificanon IS made 

2. Master Data File. 

Information maintamed in the system vanes depending on the type of reporting being 
tiled These are five reports that respondents may file Notification, Imtial 
Commurucations Outage Report, and F111alCommumcations Outage Report; Withdrawn 
Report, and Draft Information maintamed 111the system vanes depending on the type of 
report being submitted Some of the data submitted to NORS are 

Company InformatIOn 

• Reporting carrier 
• Company idennficanon 

Personnel InformatIOn 

• Name of contact person 

• Telephone numbers 

• E-mail and street address 

• Name of reporting entity 

Outage InformatIOn 

• Type of reporting entity 

• Date of incident 
• Reason reportable 

• Local tune of incident and time zone 

• Effects of the outage 
o Number of potentially affected 
o Geographic areas affected 
o Descnpnon of incident, 
o Enhanced 9-1-1 outage location affected 

• If failure occurred 1\1 another's compames network 

Each report has an ID number so It can be updated and tracked 

Disposition Temporary Destroy/delete ten years after case IS closed 



3. Output/Reports 

CSAD monitors the outage reports submitted through NORS and performs analyses and 
studies of the commumcations disruptions reported Detailed analyses of the NORS data 
are made from the outage reports. as well as tables of mformation for internal and 
external use A list of individuals who have filed reports IS maintamed . as IS a 
transaction log of everyone who accesses the system 

Disposition: Temporary Destroy/delete when reports are ten years old or no 
longer needed for adrmrnstrative purposes 

Documentation me s user guides, scripts. tip sheets, manufacturers' manuals. system 
specifications and file s .icanons with correspondmg mstructions 

Disposition estroy/delete when updated or no longer needed, 
whichever IS sooner 
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