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I hereby certify that I am authorized to act for this agency in matters pertaining to the disposition of its records 
and that the records proposed for disposal on the attached 2 page(s) are not now needed for the busmess 
of this agency or will not be needed after the retention periods specified; and that written concurrence from the 
General Accounting Office, under the provisions of Title 8 of the GAO Manual for Guidance of Federal 
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Publ Ke Infrastructure PKI) enables users of an unsecure public network, such as 
the Int net, to securely and privately access or exchange data and payments through 
the use a public and private cryptographic key pair authenticated through a trusted 
authority IS one of the principal technologies used to conduct business electronically. 
NRC's Cern ation Authority (CA) conforms with the Federal Bridge Certification 
Authority (FB ) X 509 Certificate Policy· which established four minimum retention 
levels or classe of assurance that reflect the agency's accepted levels of security risk 
for unauthorized cess to or loss of the information record that the PKI protects and/or 
accesses under the A This schedule covers CAs Issued for unique Administrative 
and other adrmnistrat e records, as well as PKI transaction-specific records that are 
part of the PKI trust do mentation set used to support the Integrity of the transaction. 
PKI unique adrrurustrativ ecords establish or support authentication by tYing the user 
to a valid electronic creden ial such as the CA or Certification Revocation List used to 
validate the signer's certifica ,subscriber agreement and certificate validation 
responses. ~,
1. Certification Authorit C . ~/ 
These records consist of CA archrv ecords that Include system Initialization records 
covering CA accreditation, certificate actice statements, and any contractual 
agreements to which the CA ISbound Iso consists of system configuration records 
and CA operational records, such as mo . ications or updates; certificate requests and 
revocation requests, subscriber identity au entication, as required; documentation of 
receipt and acceptance of certificates, docu ntation of receipt of tokens; all certificates 
and certificate revocation lists (CRL) or any ot r revocation information as issued or 
published; security audit records and data; addrti nal data or applications sufficient to 
verify archive contents, and all work-related comm rucations to or from the Program 
Management Authority, other Certification Manage nt Authority and/or compliance 
auditors. 

a. Rudimentary CA records (Class 1). These 10 -level CA operation records 
relate to system initialization equipment whose records incl e validation certificates 
that consist of the E-mail addresses of the individuals to who the certificates are 
Issued 

Disposition: Temporary. Destroy/delete 1 year after the r cord to which the 
digital signature ISapplicable is no longer needed, whichever 

b. Basic Assurance CA records (Class 2). These records rela to system 
initialization equipment or CA operation and are usually retained for audit r 4, 

transactional purposes. ~~ 

Disposition: Temporary. Destroy/delete after 7 years 6 months or wh ~o 
longer needed for current business whichever IS later 

c. Medium Assurance CA records (Class 3). These records relate to syste 
initialization equipment or CA operation and Include all pohcies 



's osition: Temporary. Destroy/delete when 10 years 6 months, or when no 
er needed for current business whichever IS later 

d.	 Assurance CA records
 
iprnent or CA operation.
 

Disposition. Temporary. Destroy/delete when 20 years 6 months old, based 
on the maxim retention penod of the CA, or when no longer needed for current 
business, which ver IS later 

2. PKI Administrativ ecords. These administrative records attest to the 
reliability of the PKI transact n process The records Include general operational 
procedures, agency policies, d legal counsel opinions, client/browser and server set 
up and configuration records, an application or system testing and validation records 

Disposition Temporary. D troy or delete based on the maximum retention 
period of the corresponding CA, nd after the informational record on which the 
PKI ISdesigned to protect or acce s is destroyed In accordance with an approved 
schedule or when no longer neede or bJ;siness, whichever is later 

~ '\ 
3. PKI Transaction-specific records. The ~e program records that relate to 
transaction specific records generated using PKI . Ital signature technology The 
records are embedded or referenced within the tran ctron stream and may be 
appended to the transaction content or Information re rds. 

a Records to which the CA relates that have a 

Disposition: Temporary Destroy/delete when 7 yea 6 months to 20 years 6 
months based on the maximum retention penod of the co espondmq CA and 
after the information record that the PKI is designed to prot t or access is 
destroyed In accordance with an approved schedule, or whe 0 longer needed 
for current business 

b. Records to which the CA relates that have a 

Disposition: Permanent. Transfer the records to NARA In accordan with the 
regulations found 36 CFR § 1228.270 or other applicable NARA standar 
the permanent records to which they relate are transferred 




