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What was the problem?


Lack of policies and procedures safeguarding 
unauthorized removal and access of records (paper 
and electronic) by employees and departing officials 
of the Department 
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What was our solution? 

z Treasury Order 101-31 was signed by 

Secretary Snow on October 1, 2004

–	 Established policy on requests by departing and 

former employees to access, or remove 
documentary materials (records) from the 
Department of the Treasury 

–	 Prevented unauthorized access or removal of 
records 
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z Employee is entered in automated system (Employee Entry 
Exit System) 

z System sends out an e-mail alert to service providers 
(includes Records Management) 

z Records Management receives e-mail then sends TD F 80.05, 
Documentary Material Removal/Non-removal Certification, to 
the employee/departing official with a copy to supervisor (all 
employees with the exception of Senior Advisors or above) 

What is the process? 



   

A personal exit interview is scheduled for senior advisors or above 
(In most cases, records are requested by higher ranking officials in 

TD F 80.05 is 

z If records are not requested, the form is signed by the employee 
and supervisor and returned to Records Management 

z 

the Department) 

z After meeting with senior advisors and above, the  
signed and returned to Records Management, if no records are 
requested 

What is the process con’t? 
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z All employees/departing officials signing TD F 80.05 are
provided a copy of the TD F 80.05.5A, Privacy Act Guidance 
for Departing Employees and Policy on Removal of
Documentary Materials 

z If records are requested, the departing employee/official must 
prepare TD F 80.05.06, Request for Access to or Removal of 
Documentary Materials. This form requires the requestor to 
justify the request and provide copies of records requested 

What is the process con’t? 
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Requested records are: 

z Reviewed by Records Management 
z Reviewed by General Counsel and Office of Intelligence 
z Reviewed by affected policy offices 
z Reviewed by a panel appointed by the Assistant Secretary for 

Management 
z Final review and recommendation made to the Deputy Secretary 

with approval by the Office of General Counsel 

What is the approval process? 



Partnership 

z	 Developed a partnership with IT Office 
z	 RM notified when employee/official requested records, e-mails 

and other documents to be downloaded to a CD 
z	 Prevented requests for e-mails and contacts to be downloaded to 

CD without appropriate signatures 
–	 Contacts are allowed 
–	 Certain e-mails must be printed and reviewed prior to 


removal
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The End


Contact Information; 
Veronica Marco 
Department of the Treasury 
veronica.marco@do.treas.gov


(202) 622-0790 
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